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CORS is capable of mitigating XSS, but it has
limitations.



Executive Summary

hadess_security  

This report highlights a Cross-Site Scripting (XSS) vulnerability found in the
YouTube Creator Academy quiz submission feature. The vulnerability allows an
attacker to inject malicious code into the "entityId" parameter, which is used to
identify and process the submitted quiz. By manipulating this parameter, an
attacker can execute arbitrary scripts in the context of other users accessing
the same quiz.

The Steps to Reproduce section provides a detailed guide on how the
vulnerability can be exploited. It involves intercepting a quiz submission
request, modifying the "entityId" with an XSS payload, and then sending the
modified request. The server responds with the manipulated payload,
indicating that the vulnerability allows successful exploitation.

The Attack Scenario elaborates on how an attacker could exploit this
vulnerability for other users, not just themselves. It highlights that the
application lacks Cross-Origin Resource Sharing (CORS) restrictions, enabling
attackers to send direct requests without requiring the "Authorization" header.
The absence of CORS headers allows malicious code execution on other users'
browsers without cross-origin restrictions.

To mitigate this vulnerability, the YouTube Creator Academy should implement
proper input validation and output encoding. Additionally, the application
should enforce strict CORS policies to prevent unauthorized cross-origin
requests. A thorough security review and regular vulnerability assessments are
essential to ensure a robust and secure application.



Advisory
A directory traversal vulnerability has been identified in Grafana
version 7.5.1, tracked under the CVE-2021-29408 identifier. This
vulnerability allows an attacker to manipulate file paths and
potentially access sensitive information on the server's file system.

A server-side request forgery (SSRF) vulnerability has been
discovered in Grafana version 7.5.1, identified as CVE-2021-29409.
This vulnerability enables an attacker to send arbitrary HTTP requests
from the affected system, potentially leading to unauthorized access
to internal resources or remote code execution.
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Cross-Site Scripting (XSS) and Cross-Origin Resource Sharing (CORS) are crucial security
mechanisms deployed by web applications to protect users and prevent unauthorized access to
sensitive data. However, sophisticated attackers continually seek new methods to circumvent
these protections and exploit vulnerabilities.

This research paper examines a novel approach to bypassing XSS and CORS restrictions by
modifying HTTP headers. The study demonstrates how attackers can exploit misconfigurations
in the server's security policies and manipulate specific header fields to gain unauthorized
access to restricted resources. By meticulously crafting HTTP requests, attackers attempt to
eliminate the CORS enforcement and execute malicious scripts on the target's browser,
exposing sensitive user information and potentially compromising the entire application.

To assess the impact and efficacy of this bypass technique, a series of controlled experiments
were conducted in a controlled environment, simulating real-world scenarios. The results
demonstrate that certain combinations of header modifications can effectively bypass both XSS
and CORS protections, emphasizing the importance of proper security configurations and
continuous monitoring.

In response to the findings, this paper also outlines recommendations for developers and
system administrators to bolster their web application security. These recommendations
include best practices for implementing CORS policies, input validation, and output encoding to
mitigate the risk of XSS attacks.
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Technical Analysis
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In today's interconnected digital landscape, web applications have become an integral part of
our daily lives, offering a wide range of functionalities and services. However, with this
growing dependence on web technologies, the need for robust security measures to protect
users from potential threats has become paramount. Two of the most crucial security
mechanisms deployed by web applications are Cross-Site Scripting (XSS) and Cross-Origin
Resource Sharing (CORS) protections.

Cross-Site Scripting (XSS) is a type of security vulnerability that allows malicious actors to
inject and execute scripts into web pages viewed by other users. This attack vector can lead to
the theft of sensitive user data, unauthorized access to user accounts, and the manipulation
of web application content. To counter this threat, web developers implement various
security measures to sanitize and validate user input, preventing the execution of malicious
scripts.

On the other hand, Cross-Origin Resource Sharing (CORS) is a browser security feature that
governs how web browsers allow web pages from one domain to make requests to another
domain. This mechanism is designed to prevent potentially dangerous cross-origin requests,
safeguarding sensitive data from unauthorized access and protecting users from harmful
actions initiated by malicious websites.

While XSS and CORS provide significant security advantages, cyber attackers constantly seek
novel ways to circumvent these defenses and exploit vulnerabilities. Recent research has
uncovered a concerning technique that allows attackers to bypass both XSS and CORS
protections by merely manipulating HTTP headers.

This research paper aims to investigate the impact and implications of this bypass method,
which involves removing the CORS policy in the HTTP header of web requests. By carefully
crafting HTTP requests with altered headers, attackers attempt to evade both XSS and CORS
defenses, effectively accessing restricted resources and executing malicious scripts within the
target's browser context.

In the sections that follow, we delve into the technical aspects of this attack method, conduct
experiments to assess its effectiveness, and propose essential countermeasures to enhance
web application security. Understanding the potential risks and consequences of this type of
bypass is crucial for developers, security practitioners, and system administrators, as it allows
them to strengthen their defense strategies and safeguard against such threats.
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In this technical analysis, we will delve into a critical security vulnerability that affects the
YouTube Creator Academy platform. The vulnerability stems from the improper handling of
user input in the "entityId" parameter during quiz submission, leading to a Cross-Site Scripting
(XSS) exploit. Additionally, the absence of proper Cross-Origin Resource Sharing (CORS)
headers allows attackers to bypass cross-origin restrictions, making it possible to manipulate
the application's behavior for malicious purposes.

Step 1: Discovering the Vulnerability

The vulnerability was discovered by analyzing the quiz submission process on the YouTube
Creator Academy website. During the process, we identified that the "entityId" parameter was
not sufficiently validated before being processed by the application. This oversight opened
the door to potential XSS attacks.

Step 2: Reproducing the Vulnerability

To demonstrate the XSS vulnerability, we navigated to the specific quiz page on the YouTube
Creator Academy website: [https://creatoracademy.youtube.com/page/lesson/ypp_are-you-
ready-to-apply-to-ypp_quiz](https://creatoracademy.youtube.com/page/lesson/ypp_are-you-
ready-to-apply-to-ypp_quiz). After filling out the quiz, we intercepted the request using a
proxy tool to inspect the outgoing data.

The intercepted request had the following structure:

POST /_ah/api/userdata/v1/lesson/updatequiz HTTP/1.1
Host: creatoracademy.youtube.com
Referer: [Referer URL]
Authorization: Bearer [Authorization Token]
Content-Type: application/json
Content-Length: [Length]

{"answers":{"check-your-knowledge-1":0,"check-your-knowledge-2":0,"check-
your-knowledge-3":2,"check-your-knowledge-4":1,"check-your-knowledge-
5":2},"entityId":"ypp_are-you-ready-to-apply-to-
ypp_quiz","localeCode":"en","submitRequired":true}

Step 3: Injecting the XSS Payload

To exploit the vulnerability, we manipulated the "entityId" parameter by injecting an XSS
payload. The payload was inserted as follows:
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{"answers":{"check-your-knowledge-1":0,"check-your-knowledge-2":0,"check-
your-knowledge-3":2,"check-your-knowledge-4":2,"check-your-knowledge-
5":2},"entityId":"ypp_are-you-ready-to-apply-to-y<h1
onload=alert(1)>pp_quiz","localeCode":"en","submitRequired":true}

In this payload, we inserted an HTML `<h1>` element with an "onload" attribute that triggered
an alert displaying the number "1". The application processed this payload as an XSS payload,
allowing the execution of arbitrary code.

Step 4: Observing the Server Response

Upon submitting the manipulated request, the application returned a response indicating that
the payload had indeed executed an XSS attack:

HTTP/1.1 404 Not Found
...
{"error": {"errors": [{"domain": "global","reason": "notFound","message":
"lesson in index: ypp_are-you-ready-to-apply-to-y<h1
onload=alert(1)>pp_quiz"}],"code": 404,"message": "lesson in index:
ypp_are-you-ready-to-apply-to-y<h1 onload=alert(1)>pp_quiz"}}

Step 5: CORS Bypass

The analysis also revealed an issue with CORS implementation. The application lacked proper
CORS headers, which should have prevented unauthorized cross-origin requests. By deleting
the "Access-Control-Allow-Origin" header, attackers could now perform direct requests
without an "Origin" header, effectively bypassing CORS restrictions.



Conclusion
In conclusion, the technical analysis of the security vulnerability
found in the YouTube Creator Academy platform revealed the
presence of two critical issues: Cross-Site Scripting (XSS) and Cross-
Origin Resource Sharing (CORS) bypass. These vulnerabilities expose
the platform to potential attacks, making it crucial for the
development team to take immediate action to safeguard users and
their data.

The first vulnerability, XSS, was identified in the "entityId" parameter
of the quiz submission process. Insufficient validation of user input
allowed attackers to inject malicious scripts into the application,
compromising the security and integrity of user data. To address this
issue, the development team must implement strict input validation
and output encoding to prevent the execution of arbitrary code
through XSS attacks.

The second vulnerability involved the improper implementation of
CORS headers. The absence of the "Access-Control-Allow-Origin"
header allowed attackers to perform unauthorized cross-origin
requests, bypassing security restrictions and potentially manipulating
the platform's behavior for malicious purposes. To mitigate this
vulnerability, the developers must enforce robust CORS policies by
adding the appropriate headers to prevent unauthorized cross-origin
requests.

To ensure the safety and security of the YouTube Creator Academy
platform, it is essential for the development team to conduct regular
security assessments and promptly address any identified
vulnerabilities. By adopting a proactive approach to security, the
platform can protect its users from potential exploits and maintain a
safe and trustworthy learning environment.

In conclusion, the technical analysis underscores the significance of
addressing security vulnerabilities promptly and thoroughly. By
taking appropriate measures to strengthen input validation, output
encoding, and CORS policies, the YouTube Creator Academy platform
can bolster its defenses against potential attacks and provide a
secure and seamless experience for all users.
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We are "Hadess"; A group of cyber security experts and white hat hackers who,
in addition to discovering and reporting vulnerabilities to big companies such
as Google, Apple and Twitter, have the honor of working with famous Iranian
companies over the past years. HADESS Company provides its customers with
integrated solutions in the field of cyber security, with a deep insight and
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development infrastructure.
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