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INTRODUCTION

Pompompurin, the notorious owner of BreachForums, has become a well-known figure in the
cybercrime world. BreachForums, an underground marketplace for leaked data and illegal
hacking services, quickly gained popularity as a hub for cybercriminals to trade stolen
information. Pompompurin, who operated under the cover of anonymity, managed to cultivate a
significant following within the dark web community. His involvement in facilitating and
encouraging the sale of hacked data has made him a prime target for law enforcement and
cybersecurity researchers worldwide.

Open Source Intelligence (OSINT) plays a crucial role in investigating individuals like
Pompompurin. OSINT involves collecting and analyzing publicly available information from
various online sources to piece together a detailed profile of threat actors. In the case of
Pompompurin, investigators use techniques such as monitoring social media accounts,
analyzing online forum activity, and identifying patterns in digital footprints to gain insight into
his identity and operations. OSINT is especially powerful in cases like this because of the sheer
amount of information freely available online, which, when analyzed carefully, can expose
hidden connections between cybercriminals and their networks.

The use of OSINT in cybercrime investigations is often complemented by more advanced
techniques, such as Threat Intelligence. Threat intelligence focuses on identifying emerging
cyber threats, tracking malicious actors, and providing actionable insights to mitigate potential
risks. In the case of Pompompurin, threat intelligence analysts closely track the activity on
BreachForums, monitoring for new data breaches and identifying patterns in the types of data
being traded. This approach helps build a comprehensive understanding of the cybercrime
ecosystem and aids in tracking the individuals responsible for these illegal activities.

By combining OSINT with threat intelligence, cybersecurity professionals have been able to
make significant progress in identifying Pompompurin’s real-world identity. These investigations
highlight the importance of collaboration between researchers, law enforcement, and the
cybersecurity community. The case of Pompompurin underscores the ongoing battle between
cybercriminals and those working to disrupt their operations, showcasing the evolving nature of
cyber threats and the methods used to combat them.

To be the vanguard of cybersecurity, Hadess envisions a world where digital assets are safeguarded from malicious actors. We strive to create a secure digital ecosystem, where
businesses and individuals can thrive with confidence, knowing that their data is protected. Through relentless innovation and unwavering dedication, we aim to establish Hadess as a
symbol of trust, resilience, and retribution in the fight against cyber threats.
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who seek to exploit vulnerabilities. Simultaneously, we provide comprehensive solutions and
services to protect our client's digital assets, ensuring their resilience against cyber attacks. With
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EXECUTIVE SUMMARY

Pompompurin, the enigmatic leader behind BreachForums, became a
prominent figure in the dark web, managing a marketplace for the sale of
stolen data and illegal hacking services. His involvement in facilitating
cybercriminal activity has drawn significant attention from law enforcement
agencies and cybersecurity professionals worldwide. Investigations into his
identity and operations heavily rely on Open Source Intelligence [OSINT],
which gathers publicly available information to uncover crucial details about
his digital footprint.

In addition to OSINT, Threat Intelligence plays a key role in tracking the
activities within BreachForums. By monitoring the types of data being traded
and analyzing patterns of cybercrime activity, threat intelligence analysts
have been able to map out Pompompurin’s influence within the cybercrime
ecosystem. Together, these approaches provide a holistic view of the
investigation and contribute to efforts to expose and dismantle the
operations of high-profile cybercriminals like Pompompurin.

Key Findings

Pompompurin, the owner of BreachForums, has established himself as a
central figure in the dark web cybercrime ecosystem by managing an
underground marketplace for stolen data and illicit services. Investigations
using Open Source Intelligence [OSINT) have revealed critical details about
his online activities, while Threat Intelligence has helped track patterns in
the data being traded on the forum. These combined efforts have provided
valuable insights into his operations and influence, contributing to the
ongoing efforts to identify and dismantle his network.
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INTRODUCTION

FROM RAIDFORUM TO INTELXBROKER

THREAT INTELLIGENCE AND OSINT (OPEN SOURCE INTELLIGENCE) ARE
POWERFUL TOOLS IN IDENTIFYING INDIVIDUALS BEHIND ONLINE ALIASES OR
NICKNAMES, ESPECIALLY WITHIN HACKER FORUMS LIKE BREACHFORUMS. OSINT
RELIES ON THE ANALYSIS OF PUBLICLY AVAILABLE DATA, SUCH AS SOCIAL
MEDIA PROFILES, POSTS, AND ONLINE INTERACTIONS, TO UNCOVER HIDDEN
IDENTITIES. IN THE CASE OF BREACHFORUMS, INVESTIGATORS COULD TRACK
THE ACTIVITIES OF KEY FIGURES, SUCH AS "POMPOMPURIN™ AND
"INTELBROKER," USING A COMBINATION OF TECHNICAL AND SOCIAL
INTELLIGENCE. CROSS-REFERENCING DATA LEAKS, SOCIAL ENGINEERING, AND
MONITORING ONLINE BEHAVIORS CAN PROVIDE VALUABLE CLUES THAT LEAD TO
IDENTIFYING THE REAL-WORLD INDIVIDUALS BEHIND THESE PSEUDONYMS.

WHEN LAW ENFORCEMENT TARGETS FORUMS LIKE BREACHFORUMS, THEY OFTEN
EMPLOY ADVANCED THREAT INTELLIGENCE TECHNIQUES TO TRACE USERS'
FOOTPRINTS, BOTH ON THE SURFACE WEB AND THE DARK WEB. For IMSTANCE,
IDENTIFYING "POMPOMPURIN® INVOLVED A BLEND OF DIGITAL FORENSICS,
TRACKING PATTERNS OF COMMUNMICATION, AND ANALYZING COMPROMISED
SYSTEMS. THE USE OF VPNS, ENCRYPTED CHATS, AND ALIASES PRESENTS
CHALLENGES, BUT WITH THE RIGHT INTELLIGENCE FRAMEWORKS AND OSINT
STRATEGIES, INVESTIGATORS ARE OFTEN ABLE TO PIECE TOGETHER ENOUGH
INFORMATION TO PURSUE LEGAL ACTION AGAINST CYBERCRIMINALS, AS SEEN
WITH THE ARREST AND SENTENCING OF FITZPATRICK.
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OSINT - SCOPE OF OSINT

OPEN SOURCE INTELLIGENCE (OSINT) REFERS TO THE COLLECTION AND
ANALYSIS OF INFORMATION THAT IS PUBLICLY AVAILABLE. IT ENCOMPASSES
DATA FOUND IN PUBLIC RECORDS, SOCIAL MEDIA PLATFORMS, WEBSITES, NEWS
ARTICLES, AND OTHER PUBLICLY ACCESSIBLE SOURCES. OSINT HAS BECOME AN
INVALUABLE ASSET IN VARIOUS FIELDS, INCLUDING NATIONAL SECURITY, LAW
ENFORCEMENT, CORPORATE SECURITY, AND JOURNALISM.

OSINT 1S DISTINCT FROM OTHER INTELLIGENCE-GATHERING METHODS BECAUSE
IT RELIES SOLELY ON OPEN SOURCES OF INFORMATION. THESE SOURCES CAN
BE BROADLY CATEGORIZED INTO:

= MEDIA :
* NEWSPAPERS, MAGAZINES
* RADIO, AND TELEVISION BROADCASTS.

* INTERNET :
* WEBSITES, BLOGS, SOCIAL MEDIA, AND ONLINE FORUMS.
* PUBLIC RECORDS :
* GOVERNMENT REPORTS, FINANCIAL DISCLOSURES
* COURT RECORDS, AND OTHER OFFICIAL DOCUMENTS
* PROFESSIONAL AND ACADEMIC PUBLICATIONS :
* JOURNALS, CONFERENCE PAPERS, AND RESEARCH STUDIES.

SIGNIFICANCE OF OSINT IN INVESTIGATIONS

IN A BUSTLING CITY, A DETECTIVE NAMED ANA WAS TASKED WITH UNCOVERING
A NETWORK OF CYBER CRIMINALS. WITHOUT THE RESOURCES FOR EXTENSIVE
UNDERCOVER OPERATIONS, SHE TURNED TO OPEN SOURCE INTELLIGENCE
(OSINT). BY ANALYZING PUBLIC SOCIAL MEDIA PROFILES, NEWS ARTICLES, AND
ONLINE FORUMS, SHE PIECED TOGETHER THE DIGITAL FOOTPRINTS OF THE
SUSPECTS. THIS COST-EFFECTIVE APPROACH NOT ONLY SAVED TIME AND
RESOURCES BUT ALSO PROVIDED REAL-TIME INSIGHTS, ALLOWING HER TO
TRACK THE CRIMINALS' ACTIVITIES AND ANTICIPATE THEIR NEXT MOVES.

ONE DAY, ANA DISCOVERED A CRUCIAL LEAD THROUGH A SEEMINGLY
INNOCUOUS BLOG POST. CROSS-REFERENCING THIS WITH PUBLIC RECORDS
AND OTHER ONLINE DATA, SHE PINPOINTED THE LOCATION OF A HIDDEN SERVER
USED BY THE CYBER CRIMINALS. THIS BREAKTHROUGH WAS PIVOTAL IN
DISMANTLING THE NETWORK AND SHOWCASED HOW OSINT, WITH ITS ABILITY
TO ACCESS AND ANALYZE WVAST AMOUNTS OF PUBLIC INFORMATION, CAN BE A
POWERFUL TOOL IN MODERN INVESTIGATIONS.
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ROLE OF THREAT INTELLIGENCE IN INVESTIGATIONS

THREAT INTELLIGENCE INVOLVES THE COLLECTION, ANALYSIS, AND
INTERPRETATION OF DATA ABOUT POTENTIAL OR CURRENT THREATS TO AN
ORGANIZATION'S SECURITY. THIS INFORMATION IS USED TO UNDERSTAND AND
MITIGATE THREATS, PROVIDING A PROACTIVE DEFENSE AGAINST CYBER ATTACKS.

IN INVESTIGATIONS, THREAT INTELLIGENCE PLAYS A PIVOTAL ROLE IN
UNCOVERING CRITICAL ASPECTS OF CYBER THREATS. BY ANALYZING THREAT
INTELLIGENCE, INVESTIGATORS CAN EFFECTIVELY IDENTIFY AND ATTRIBUTE
CYBER ATTACKS TO SPECIFIC THREAT ACTORS. THIS INVOLVES UNDERSTANDING
THEIR MOTIVES, METHODOLOGIES, AND THE TOOLS THEY EMPLOY.
FURTHERMORE, THREAT INTELLIGENCE SERVES AS A VITAL SOURCE OF
EVIDENCE, PROVIDING CRUCIAL DATA THAT SUPPORTS LEGAL AND LAW
ENFORCEMENT PROCEEDINGS. BEYOND ATTRIBUTION, IT OFFERS A
COMPREHENSIVE VIEW OF THE THREAT LANDSCAPE, ALLOWING INVESTIGATORS
TO CONNECT DISPARATE INCIDENTS AND GAIN A DEEPER UNDERSTANDING OF
THE BROADER CONTEXT IN WHICH CYBER THREATS OPERATE. THIS CONTEXTUAL
UNDERSTANDING ENHANCES THE EFFECTIVENESS OF INVESTIGATIONS, ENSURING
THOROUGH AND INFORMED RESPONSES TO CYBER INCIDENTS.

WHEN INVESTIGATING THE NOTORIOUS POMPOMPURIN HACKER, THREAT
INTELLIGENCE PROVED INVALUABLE. BY METICULOUSLY ANALYZING THREAT
DATA, INVESTIGATORS COULD PIECE TOGETHER POMPOMPURIN'S IDENTITY,
MOTIVES, AND METHODS. THIS ANALYSIS REVEALED UNIQUE PATTERNS AND
TOOLS USED BY THE HACKER, ENABLING THE ATTRIBUTION OF MULTIPLE CYBER
ATTACKS DIRECTLY TO POMPOMPURIN. THE INTELLIGENCE GATHERED PROVIDED
CRITICAL EVIDENCE, FORMING A SOLID FOUNDATION FOR LEGAL ACTION AND
LAW ENFORCEMENT INVOLVEMENT.

MOREOVER, THREAT INTELLIGENCE OFFERED A COMPREHENSIVE
UNDERSTANDING OF THE BROADER THREAT LANDSCAPE. IT ALLOWED
INVESTIGATORS TO CONNECT SEEMINGLY UNRELATED INCIDENTS, UNCOVERING
THE INTRICATE WEB OF ACTIVITIES LINKED TO POMPOMPURIN. THIS
CONTEXTUAL AWARENESS WAS CRUCIAL IN MAPPING OUT THE HACKER'S
NETWORK, ENSURING THAT NO STONE WAS LEFT UNTURNED IN THE QUEST TO
BRING POMPOMPURIN TO JUSTICE.
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BACKGROUND OF BREACHFORUM

RAIDFORUMS, ONE OF THE MOST PROMINENT UNDERGROUND FORUMS FOR
TRADING STOLEN DATA, WAS FOUNDED BY A CYBERCRIMINAL KNQOWN AS
"OMNIPOTENT.” THE PLATFORM GAINED POPULARITY FOR HOSTING LEAKED
DATABASES, HACKING TOOLS, AND ILLICIT SERVICES. HOWEVER, IN EARLY 2022,
AFTER YEARS OF INVESTIGATION, LAW ENFORCEMENT AGENCIES, INCLUDING THE
FBI, SUCCESSFULLY SEIZED RAIDFORUMS. OMNIPOTENT WAS ARRESTED AND
SENTENCED TO JAIL, MARKING A SIGNIFICANT VICTORY FOR CYBERSECURITY
PROFESSIONALS AND LAW ENFORCEMENT. THE OPERATION THAT LED TO THE
FORUM'S TAKEDOWN WAS A MAJOR EXAMPLE OF COLLABORATION BETWEEN
GLOBAL AUTHORITIES USING OPEN SOURCE INTELLIGENCE (OSINT) AND THREAT
INTELLIGENCE TO TRACK THE ACTIVITIES AND INDIVIDUALS INVOLVED IN SUCH
PLATFORMS.
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AFTER THE RAIDFORUMS TAKEDOWN, ANOTHER INFAMOUS CYBERCRIMINAL,
KNOWN AS POMPOMPURIN, QUICKLY RESPONDED TO THE VOID IN THE DARK
WEB BY CREATING BREACHFORUMS. IN A TWEET, POMPOMPURIN INVITED
HACKERS AND FORMER RAIDFORUMS USERS TO JOIN BREACHFORUMS,
POSITIONING IT AS THE SUCCESSOR TO THE NOW-DEFUNCT PLATFORM.
BREACHFORUMS QUICKLY GAINED TRACTION AS THE NEW GO-TO HUB FOR
CYBERCRIMINALS TO TRADE STOLEN DATA AND ENGAGE IN ILLICIT ACTIVITIES.
HOWEVER, IN EARLY 2023, THE FBl ONCE AGAIN INTERVENED, SEIZING
BrREACHFORUMS AS PART OF AN ONGOING CRACKDOWN ON DARK WEB
MARKETPLACES. THIS ACTION LED TO THE ARREST OF POMPOMPURIN, HALTING
THE FORUM'S OPERATIONS TEMPORARILY.

pom
@xml

Replying to @Europol and @EC3Europol
Damn, that's sad.

Anyways, join my forum today.
Offering everyone who had a rank on
RaidForums their rank back free of
charge. Read my announcement here:

Welcome | BreachForums
breached.co

9:39 AM - 4/12/22 - Twitter Web App

7 Retweets 3 Quote Tweets 39 Likes
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FOLLOWING POMPOMPURIN'S ARREST, ANOTHER USER KNOWN AS "BAPHOMET"
RESUMED THE ACTIVITY OF BREACHFORUMS UNDER A NEW DOMAIN.
BAPHOMET'S EFFORTS HELPED MAINTAIN THE FORUM'S OPERATIONS FOR A
SHORT PERIOD, BUT THE FORUM WAS EVENTUALLY TERMINATED UNDER ITS OLD
TOP-LEVEL DOMAIN (TLD) AFTER FACING INCREASING PRESSURE FROM LAW
ENFORCEMENT.
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Hash: SHAS1Z
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| ADMINISTRATOR | wvenything and going through every kag 1o ses any or r tana fo Brosched infra 5o Tar nothing like (Pt Fas Exen seen

o | can’l respond 10 everyone al this point, as | em workeng thiough the next sbeps of 1he emergency plan for the fonem. Pleate be

patient, and try not bo lose your minds

. 1

':L_. : Wy ey responen fe LE, of any meedin oullel (s that | have no concema (or mmyesll of The moment. OPSEC has lbeen ry focus from

e e ey oree, aned Thaniclully | don't think any mountain kons will be sttacking me in my ktle fafang boat

DESPITE THE FORUM'S TERMINATION, THE USER “INTELBROKER" BEGAN
BOASTING ABOUT THE ACTIVITY AND CONTINUITY OF BREACHFORUMS, HINTING
THAT THE CYBERCRIMINAL COMMUNITY WOULD CONTINUE OPERATING DESPITE
THE DISRUPTIONS. THIS SERIES OF EVENTS HIGHLIGHTS THE CONSTANT
EVOLUTION OF CYBERCRIMINAL FORUMS AND THE ONGOING STRUGGLE
BETWEEN LAW ENFORCEMENT AND DARK WEB ACTORS.

IntelBroker
BreachForums Operative
Status:(Hidden){Last Visit: (Hidden))

IntelBroker's Forum Info

ADMINISTRATOR
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PE[CC3A6F123D8BABACFIAER3F46EBF2BED] [2023-01-02T18_03_35.9379073).zip.zip
Url: https://signup.lan.leagueoflegends.com/es/signup/index
Username: Pompompurin

Password: marshalteamoééé

Insertion Timestamp: 2023-10-09 12:00:00+02:00

PE[CC3A6F123D8BABACF3SEB3F46EBF2BEY] [2023-01-02T18_03_35.9379073].zip.zip
Url: https://signup.las.leagueoflegends.com/es/signup/index
Username: Pompompurin

Password: marshalteamobéé

Insertion Timestamp: 2023-10-09 12:00:00+02:00

Url: https://signup.las.leagueoflegends.com/es/signup/index
Username: Pompompurin

Password: lucifer20605

Insertion Timestamp: 2023-08-11 17:01:20.227305+02:00

sources: ['gPotato.com']
username: pompompurin
password: badboyssky
lastbreach: 28846-11

sources: ['Stealer Logs']
username: pompompurin
password: marshalteamobdéé
lastbreach:

LEAK INTELLIGENCE PLAYS A PIVOTAL ROLE IN MODERN THREAT
INVESTIGATIONS, PARTICULARLY WHEN IT COMES TO IDENTIFYING AND
TRACKING CYBERCRIMINALS. TooLS LIKE OSIVE (OPEN SOURCE INTELLIGENCE
VISUALIZATION ENGINE) AND PLATFORMS SUCH AS OSINTLEAK PROVIDE
INVESTIGATORS WITH CRITICAL INSIGHTS BY ANALYZING DATA LEAKS AND
COMPROMISED DATABASES. OSIVE, AVAILABLE THROUGH OSINTLEAK %, HELPS
INVESTIGATORS AGGREGATE AND VISUALIZE LEAKED INTELLIGENCE, SUCH AS
EMAIL ADDRESSES, PASSWORDS, AND OTHER PERSONAL INFORMATION FOUND
IN DARK WEB FORUMS OR UNDERGROUND MARKETPLACES. USING THESE TOOLS,
THREAT INTELLIGENCE ANALYSTS CAN MAP RELATIONSHIPS, TRACK DIGITAL
IDENTITIES, AND CORRELATE DATA ACROSS MULTIPLE LEAKS TO GAIN A BETTER
UNDERSTANDING OF THREAT ACTORS' BEHAVIORS AND NETWORKS.
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Zynga
domain hellokitty.com
emai lowell@hellokitty.com

username Pompompurin

(click to view more)

stockx.com
emai pholsuwan1234@gmail.com
ip 54175108129
name Bawornwit Pholsuwan
phone 0066818701325

ONE OF THE KEY DATABASES USED TO FIND INFORMATION ABOUT
POMPOMPURIN IS THE BREACHFORUMS DATABASE, WHICH IS ACCESSIBLE
THROUGH PLATFORMS LIKE BREACH.VIPZ. WHEN POMPOMPURIN BECAME A
TARGET OF LAW ENFORCEMENT, HIS INVOLVEMENT IN BREACHFORUMS, WHERE
HACKERS TRADED MASSIVE AMOUNTS OF STOLEN DATA, MADE HIM VULNERABLE
TO LEAK INTELLIGENCE INVESTIGATIONS. BY CROSS-REFERENCING USER
ACTIVITY, LEAKED CREDENTIALS, AND OTHER METADATA FROM BREACHFORUMS'
ARCHIVES, OSINT INVESTIGATORS ARE ABLE TO TRACE PATTERNS THAT LEAD
BACK TO POMPOMPURIN. EVEN AFTER THE INITIAL TAKEDOWN OF
BREACHFORUMS, THE AVAILABILITY OF ITS DATABASE PROVIDES A WEALTH OF
INFORMATION FOR CONTINUED INVESTIGATIONS. THE INTEGRATION OF OSINT
TOOLS LIKE OSIVE AND ACCESS TO DATABASES LIKE BREACHFORUMS OFFERS
CRUCIAL CAPABILITIES FOR MAPPING OUT THE NETWORKS OF CYBERCRIMINALS
AND REVEALING THEIR IDENTITIES, AS INVESTIGATORS ATTEMPT TO UNMASK
HIGH-PROFILE FIGURES LIKE POMPOMPURIN.
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ANALYSIS METHODS

1. DATA CORRELATION

* TECHNIQUES FOR CORRELATING COLLECTED DATA TO IDENTIFY
PATTERNS AND CONNECTIONS

2. SENTIMENT ANALYSIS

* USING NATURAL LANGUAGE PROCESSING (NLP) TO GAUGE PUBLIC
SENTIMENT AND REACTIONS

3. NETWORK ANALYSIS

* MAPPING RELATIONSHIPS AND INTERACTIONS WITHIN THE DATA TO
UNCOVER NETWORKS

MAME: Conor Brisn Fitzpatrick
S5M: 0B1-92-4399
DOB: 26th Septesber 2002

ADDRESS: 531 UMION AVE, PEERSKILL, NY 10566+4706
zt'l:pl e QOO L8 CORSMAPS /P41, 2TH9995, =T 9215499, 38, 38, 3y, 100, 19h, 95, 97t /datas | Inb! el ! Jad ! 1506 |n8L30 | BHeDISREKEZ4g ! 260! T112012 1BAGES

DRIVERS LICENCE MUMBER: 507274881

PHOME :

+1 9146423144 - [CELLCO PARTNERSHIP DBA VERIZON WIRELESS - WY (VERIZON WIRELESS)] - [MOBILE]
+1 9144025399 ~ [CABLEVISION LIGHTPATH INC - NY] - [LANDLINE]

+1 9146999668 ~ [VERIZON NEW YORK INC] - [LANDLINE]

SOCIALS:

= Emails -
posfiponpur, in

= Twitter -
https://twitter, com/onl
= Telegram -
hitps://t.mefpaste

RELATIVES:
- MOTHER -
MAME: MARY MCCARRA FITZPATRICK
00B: 1967

- FATHER -
MAME: MARK E FITZIPATRICK
DDB: 1961

= YOUNGER BROTHER -
MAME: BREMDAN FITIPATRICK

= SEVERELY AUTISTIC BROTHER -
MAME: AIDEN FITZIPATRICK
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STEP 1: IDENTITY VERIFICATION AND BACKGROUND
CHECK

KEy DATA POINTS:

* NAME: CONOR BRIAN FITZPATRICK

* DOB: 26TH SEPTEMBER 2002

= SSN: 081-92-4399

* DRIVER'S LICENSE: 507274801

= ADDRESS: 531 UNION AVE, PEEKSKILL, NY 10566

* PHONE NUMBERS: +1 9146423144, +1 9144025399, +1 9146999668

TooLs & METHODS:
1. PuBLIC RECORDS SEARCH:

#* USE PUBLIC RECORDS SEARCH ENGINES LIKE WHITEPAGES, SPOKEO,
OR PIPL TO VERIFY THE IDENTITY AND CROSS-CHECK DETAILS LIKE THE
ADDRESS, SSN, anp DOB.

* DRIVER'S LICENSE LooKUP (DEPENDING ON LOCAL REGULATIONS,
SOME WEBSITES OFFER VEHICLE REGISTRATION OR LICENSE CHECKS).

2. ADDRESS VERIFICATION:

* USE GOOGLE MAPS WITH THE PROVIDED LINK TO CONFIRM THE
PHYSICAL LOCATION AT 531 UNION AVE, PEEKSKILL, NY. STREET VIEW
AND ADDRESS INFORMATION WILL HELP IDENTIFY THE RESIDENCE
VISUALLY.

3. PHONE NUMBER LOOKUP:

* USE REVERSE PHONE LOOKUP SERVICES SUCH AS TRUECALLER,
NumLookup, OR SPYDIALER TO DETERMINE IF THE PROVIDED PHONE
NUMBERS ARE VALID AND REGISTERED TO THE PERSON. CROSS-CHECK
THE SERVICE PROVIDERS LIKE VERIZON WIRELESS AND CABLEVISION
LIGHTPATH.
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STEP 2: SOocCIAL MEDIA AND ONLINE FOOTPRINT
ANALYSIS

KeEy DATA POINTS:

* EMAILS: POM@POMPUR.IN
* TWITTER: HTTPS://TWITTER.COM/XML &
* TELEGRAM: HTTPS://T.ME/PASTE &

TooLs & METHODS:
1. EMAIL TRACING:

* |JSE EMAIL LOOKUP TOOLS SUCH AS HUNTER.I0, EMAILREP, OR
HAVEIBEENPWNED TO IDENTIFY WHETHER THE EMAIL POM@POMPUR.IN
IS LINKED TO ANY PUBLIC DATA BREACHES OR OTHER ONLINE
SERVICES. YOU CAN ALSO DETERMINE WHICH SERVICES THIS EMAIL IS
REGISTERED ON.

2. TWITTER ANALYSIS:

* PERFORM A TWITTER HANDLE ANALYSIS USING TOOLS LIKE TWITONOMY
OR TWEETBEAVER. THIS HELPS MAP OUT TWEET PATTERNS,
CONNECTIONS, FOLLOWERS, AND ANY TWEET HISTORY THAT COULD

REVEAL PERSONAL OR ILLEGAL ACTIVITIES.
3. TELEGRAM GROUP SCRAPING:

* USE TELEGAGO OR TELEGRAM OSINT TOOL TO INVESTIGATE THE
USER'S TELEGRAM ACTIVITY. LOOK FOR GROUP MEMBERSHIPS, SHARED
FILES, OR POSSIBLE LINKS TO DARK WEB FORUMS OR CRIMINAL
COMMUNITIES.
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STEP 3: RELATIVES AND FAMILY CONNECTIONS

KEY DATA POINTS:

» FATHER: MARK E. FITzPaTRICK (DOB: 1961)
* YOUNGER BROTHER: BRENDAN FITZPATRICK
* SEVERELY AUTISTIC BROTHER: AIDEN FITZPATRICK

TooLs & METHODS:
1. FAMILY SEARCH ToOLS:

* USE GENEALOGY WEBSITES LIKE FAMILYTREENOW OR ANCESTRY.COM
TO TRACE FAMILY HISTORY AND VALIDATE THE RELATIONSHIPS
PROVIDED. THIS HELPS CONFIRM PERSONAL CONNECTIONS AND MAY
REVEAL ADDITIONAL RELATIVES.

2. SOCIAL MEDIA SEARCH:

* SEARCH FOR FAMILY MEMBERS ON FACEBOOK, LINKEDIN, OR
INSTAGRAM USING THEIR FULL NAMES AND DATES OF BIRTH. THIS CAN
HELP YOU MAP OUT THE FAMILY'S SOCIAL CONNECTIONS, HABITS, AND
ANY VISIBLE TIES TO THE TARGET'S ACTIVITIES.

3. PuBLIC RECORD VERIFICATION:

* USE SERVICES LIKE MYHERITAGE OR PEOPLEFINDERS TO SEARCH FOR
ADDRESSES, PHONE NUMBERS, OR ANY PREVIOUS CRIMINAL RECORDS
LINKED TO FAMILY MEMBERS.
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STEP 4. LEGAL DOCUMENTS AND COURT RECORDS

KEY DATA POINTS:

* NAME: CONOR BRIAN FITZPATRICK

* FBl ARREST: RELATED TO COMPUTER CRIMES, LIKELY DUE TO
BREACHFORUMS OPERATION.

TooLs & METHODS:
1. COURT DOCUMENT SEARCH:

* SEARCH PUBLIC COURT DOCUMENTS USING COURTLISTENER, PACER
(PusLICc Access To COURT ELECTRONIC RECORDS), OR JUSTIA
DOCKETS. THESE PLATFORMS CAN PROVIDE ACCESS TO LEGAL FILINGS,
INDICTMENTS, AND RELATED CASE MATERIALS.

* EXAMPLE: SEARCHING FOR RECORDS RELATED TO THE FBI ARREST
MIGHT REVEAL THE EXACT CHARGES, COURT PROCEEDINGS, AND
SENTENCING.

2. MEDIA REPORTS:

* USE TOOLS LIKE GOOGLE NEWS AND FACTIVA TO GATHER MEDIA
REPORTS RELATED TO CONOR BRIAN FITZPATRICK'S ARREST. ARTICLES
FROM REPUTABLE SOURCES LIKE KREBS ON SECURITY OR BLOOMBERG
(AS LINKED EARLIER) OFFER DETAILED INSIGHTS INTO CRIMINAL
ACTIVITIES AND INVESTIGATIONS.
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STEP 5: DARK WEB AND UNDERGROUND FORUMS
SEARCH

KEY DATA POINTS:

* ALIASES/USERNAME: POMPOMPURIN

* ONLINE PRESENCE: ADMIN OF BREACHFORUMS, SKIDBIN, AND OTHER DARK
WEB COMMUNITIES.

TooLs & METHODS:

1. DARK WEB MONITORING:

* UsSe OSINT TooLs LIKE DARKOWL, INTELX, OR RECORDED FUTURE TO
MONITOR DARK WEB FORUMS AND MARKETPLACES FOR MENTIONS OF
“POMPOMPURIN" OR OTHER LINKED ALIASES. THESE PLATFORMS

OFTEN INDEX DARK WEB ACTIVITY AND CAN PROVIDE A WEALTH OF
INFORMATION.

2. FORUM ANALYSIS:

* INVESTIGATE BREACHFORUMS AND ANY REMAINING SKIDBIN ARCHIVES
TO LOCATE POSTS MADE BY POMPOMPURIN. USE FORUM SCRAPING
TECHNIQUES OR CUSTOM QUERIES TO EXTRACT DATA RELATED TO
ILLEGAL ACTIVITIES.

* PAY ATTENTION TO UNDERGROUND CONNECTIONS AND POTENTIAL TIES
TO OTHER CYBERCRIMINALS.
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STEP 6: DATA BREACH SEARCH AND FINANCIAL
INFORMATION

KEY DATA POINTS:

* SSN: 081-92-4399
* EMAILS AND OTHER ACCOUNTS

TooLs & METHODS:

1. HAVEIBEENPWNED:

* USE THIS TOOL TO SEE IF THE SSN, EMAIL, OR ANY RELATED
ACCOUNTS HAVE BEEN LEAKED IN PAST DATA BREACHES. THIS HELPS
DETERMINE IF THE PERSON’'S DATA IS COMPROMISED.

2. FINANCIAL TRACKING:

* YOU CAN USE SERVICES LIKE BEENVERIFIED OR LEXISNEXIS TO
CONDUCT BACKGROUND CHECKS THAT INCLUDE FINANCIAL HISTORY,
POTENTIAL BANKRUPTCY RECORDS, AND ASSET OWNERSHIP RELATED TO
THE TARGET.
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FINDINGS & THREAT INTELLIGENCE

IN A RECENT TURN OF EVENTS, THE CYBERSECURITY LANDSCAPE HAS BEEN
SHAKEN BY THE FBI'S DECISIVE RAIDS ON BREACH FORUM, A NOTORIOUS HUB
FOR ILLICIT ACTIVITIES ON THE DARK WEB. THE AFTERMATH REVEALED A
COMPLEX WEB OF EXPLOITS, COMPROMISED CREDENTIALS, AND UNEXPECTED
VULNERABILITIES, SHEDDING LIGHT ON THE INNER WORKINGS OF CYBER
CRIMINAL NETWORKS.

GOV.USCOURTS.VAED.535542.2.0.PDF &

4. FINDINGS AND THREAT INTELLIGENCE - CARIE

* |DENTIFIED THREATS
* SUMMARY OF POTENTIAL THREATS UNCOVERED DURING THE
INVESTIGATION

« ATTRIBUTION AND SOURCE VERIFICATION
«+ METHODS FOR VERIFYING THE CREDIBILITY AND ORIGIN OF COLLECTED
DATA
* RISK ASSESSMENT
* EVALUATING THE POTENTIAL IMPACT AND LIKELIHOOD OF IDENTIFIED
THREATS

5. REPORTING AND RECOMMENDATIONS - CARIE

* REPORTING FINDINGS
* BEST PRACTICES FOR COMPILING AND PRESENTING THE INVESTIGATION
RESULTS

* MITIGATION STRATEGIES
* RECOMMENDED ACTIONS TO ADDRESS AND MITIGATE IDENTIFIED
THREATS
* FUTURE MONITORING

* ESTABLISHING ONGOING MONITORING PROCESSES TO PREVENT
FUTURE ISSUES
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PETER KLEISSNER
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CONFLICT BETWEEN RAIDFORUMS AND
BREACHFORUMS WITH PETER KLEISSNER

THE CONFLICT BETWEEN BREACHFORUM, RAIDFORUM, AND THE OWNER OF
INTELX, PETER KLEISSNER, IS EMBLEMATIC OF THE GROWING TENSION BETWEEN
DARK WEB COMMUNITIES AND OPEN-SOURCE INTELLIGENCE (OSINT)
PLATFORMS. KLEISSNER, AN AUSTRIAN CYBERSECURITY EXPERT AND FOUNDER
OF INTELX, OFFERS SERVICES THAT PROVIDE DEEP SEARCHES INTO LEAKED
DATABASES, EXPOSING SENSITIVE INFORMATION FROM DATA BREACHES. THIS
HAS PUT HIM AT ODDS WITH MEMBERS OF UNDERGROUND FORUMS LIKE
BREACHFORUM AND RAIDFORUM, WHO VIEWED HIS WORK AS A DIRECT THREAT
TO THEIR ANONYMITY AND OPERATIONS.

BREACHFORUM, LED BY POMPOMPURIN, AND RAIDFORUM, PREVIOUSLY RUN BY
OMNIPOTENT, BECAME NOTORIOUS FOR FACILITATING THE EXCHANGE OF
HACKED DATA, PERSONAL INFORMATION, AND ILLICIT SERVICES. AS INTELX
ALLOWED USERS TO SEARCH HISTORICAL DATA BREACHES, IT BECAME A
POWERFUL TOOL FOR OSINT INVESTIGATIONS, AIDING LAW ENFORCEMENT AND
PRIVATE SECTOR INVESTIGATORS IN TRACKING CYBERCRIMINALS. THIS LED TO
SIGNIFICANT HOSTILITY FROM DARK WEB FORUM USERS, WHO SAW KLEISSNER'S
PLATFORM AS A GATEWAY FOR AUTHORITIES TO TRACE THEIR DIGITAL
FOOTPRINTS.

MEMBERS OF THESE FORUMS RETALIATED BY DOXXING PETER KLEISSNER,
LEAKING HIS PERSONAL INFORMATION, SUCH AS ADDRESSES, PHONE NUMBERS,
AND FAMILY DETAILS, ACROSS THEIR PLATFORMS. THESE ACTIONS WERE
INTENDED TO INTIMIDATE AND DISCREDIT HIM, POSITIONING HIM AS A TARGET
WITHIN THE CYBERCRIMINAL COMMUNITY. THE DOXXING WAS PART OF A
BROADER EFFORT TO RESIST OSINT PLATFORMS LIKE INTELX, WHICH
UNDERMINED THE ANONYMITY THAT DARK WEB USERS RELIED ON TO EVADE
DETECTION.

THE CONFLICT HIGHLIGHTS THE FUNDAMENTAL DIVIDE BETWEEN PLATFORMS
LIKE INTELX, WHICH AIM TO SHED LIGHT ON ILLEGAL ACTIVITIES, AND DARK
WEB FORUMS THAT THRIVE ON SECRECY AND DATA EXPLOITATION. AS LAW
ENFORCEMENT CONTINUES TO CRACK DOWN ON THESE UNDERGROUND
MARKETPLACES, THE ROLE OF OSINT PROVIDERS LIKE INTELX BECOMES
INCREASINGLY CRITICAL, FURTHER ESCALATING TENSIONS BETWEEN
CYBERCRIMINALS AND INTELLIGENCE PROFESSIONALS.
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-= Kleissner Investments s.r.o. =-
ID Number : 95425115

Registered : 27 September 2016

Phone s +420774346764

Email : ripe@gkleissner. investments

Address : Na Strzi 17@2/65, 140 @@ Praha 4-Nusle, Czechia

IP Ranges : IPV4 -> 185.185.216.8/22 1IPV6 —> 2a@b:6580::/29
-> 185.190.89.0/24 -=> 2al@:64c@::/29
-> 185.194.12.6/24 -> 2al@:7146::/29

-= Peernet 5.r.o. =-
ID Number : 99951041

Registered : 24th of February 2021

Phone : +4208774346764

Email : ripe@peernet.org

Address : Na StrZi 1702/65, 148 @8 Praha 4-Nusle, Czechia
IP Ranges : IPV4 -> 185.254.123.8/24

-= Domains =-

kleissner.at
Registrar ! easyname.eu

peterkleissner.com

Registered : 2017-18-11

Expires 1 2022-10-11
Registrar : dynadot
kleissner.pk

Registrar ! easyname.eu
kleissner.investments

Registered : 2016-09-85

Expires 1 2022-09-05
Registrar : Tucows Domains Inc.

HTTPS://DOXBIN.NET/UPLOAD/PETERKLEISSNERINTELX
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In a forum post, pompompurin said he was selling 7 million Robinhood customers’ stolen information

for at least five figures, which is $10,000 or higher,

W' pOmpompurin

| know you've all heard of it already, https:iblog.robinhood. comy/news/2021/11/....y-incident

As you should already assume robinhood did lie, this was not all that was taken, |Ds were alst

downloaded from sendsafely (Mot for sale)

Can either contact me via Wikr (i@ 1 or Telegram (httpa./fLme/

no lowball offers

LT EDIT: Minimum I'm looking for is 5 Figures. Dont message me if you're going to offer less. I've

gotten quite a lot of messages, so please hit me up on Wikr if you're a serious buyer. Thanks.

ttable if in the

1172
%0
Oct 2020

of of me gaining access, Watermarks are over the image to avoid

and trying to claim credit. https.ibb.co/albumy/

The sold data includes 5 million email addresses,
million email addresses and their full names. However, pompompurin said
{ 'ho had more sensitive informat olen, including identifics

Robinhood did not initially disclose the theft of ID cards, and the threat actor states that they
downloaded them from SendSafelv, ‘ure file transfer service used by the trading platform when
performing Know Your Customer (KYC) requirements.

ve disclosed on November 8

ymers had more extensive personal information and account details revealed,” Robinhood told

omputer after we contacted them regarding the sale of their data.

HTTPS://T.ME/INTELX10/238
HTTPS://T.ME/INTELX10/260
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SECURITY RESEARCHER

HTTPS://WWW.LINKEDIN.COM/IN/SASHWIN-OXP4TCHER/




Conclusion

Pompompurin, the alias of Conor Brian Fitzpatrick, is a key figure in the cybercrime world as the
administrator of BreachForums, a dark web platform notorious for facilitating data breaches and
the exchange of stolen information. His arrest by the FBI in March 2023 brought an end to his role
in one of the most significant data breach forums, where sensitive information, including personal
and- financial data, was traded. Pompompurin’s involvement in the underground hacking
community, coupled with his history of managing illicit platforms like Skidbin.net, positioned him
as a prominent player in cybercrime, impacting both individuals and organizations globally.

The investigation into Pompompurin reveals the extent of his criminal activities, including
managing illicit forums and handling stolen data: His personal information, which surfaced
following his arrest, highlights the vulnerability of those operating in the dark web, where
anonymity is often compromised. The takedown of BreachForums underscores law enforcement’s
growing focus on disrupting cybercriminal networks, and the arrest of figures like Pompompurin
sends a clear message to the hacker community about the legal consequences of their actions.
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"Hadess" is a cybersecurity company focused on safeguarding digital assets
and creating a secure digital ecosystem. Our mission involves punishing hackers
and fortifying clients' defenses through innovation and expert cybersecurity

services.
Website: Email
WWW.HADESS.I0 MARKETING@HADESS.IO
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To be the vanguard of cybersecurity, hadess envisions a world where digital assets are safeguarded from malicious actors. We strive to create a secure digital ecosystem, where businesses
~ and individuals can thrive with confidence, knowing that their data is protected. Through relentless innovation and unwavering dedication, we aim to establish hadess as a symbol of trust,

resilience, and retribution in the fight against cyber threats. & === L a——.



